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Introduction
The Internet and the World Wide Web have undergone amazing
transformation in recent years. They have evolved from media used
exclusively by scientists and academics to one of general public
consumption. The public is fascinated by this new and interactive way
of communicating. Currently, everyone from businesses to TV stations
to the National Basketball Association has an Internet presence. In
order to understand why congressional regulation of the Internet is
needed, it is necessary to understand how the Internet started and
what makes it a unique communications medium.
This note examines the need for congressional regulation of the
Internet. In examining this issue, this note discusses several aspects of
the Internet to give the reader some background information. These
aspects include a brief discussion on what the Internet is, how the
Internet is different from the World Wide Web, and what makes the
Internet unique. Congressional regulation is needed for several
reasons. As evidenced by the Cubby v. CompuServe and Stratton
Oakmont v. Prodigy2 decisions, current law dealing with the Internet
is ambiguous. Recently, the Supreme Court held that the
Communications Decency Act, a portion of the Telecommunications
Bill of 1996, was unconstitutional because it abridged speech
protected by the First Amendment.3 Irrespective of its
constitutionality, the Communications Decency Act did not
sufficiently address the regulation of cyberspace. In addition, because
of the unique aspects of the Internet, conventional jurisprudence often
does not work very well when applied to cyberspace.
Congress also has several substantial interests in regulating the
Internet. Internet use today is significant. Because of its low cost and
efficiency, Internet use is expected to greatly increase in the future.
However, communications on the Internet are not secure. In order for
commerce on the Internet to fully develop, communications across
cyberspace need to be safe.
One way to develop Internet safety is through encryption.
Because of its law enforcement and national security interests,
Congress should pass legislation to limit the strength of publicly
1. 776 F. Supp. 135 (S.D.N.Y. 1991).
2. Stratton Oakmont, Inc. v. Prodigy Servs. Co., 23 Media L. Rep. (BNA) 1794 (N.Y.
Sup. Ct., Nassau Cty. 1995), reh'g denied, 24 Media L. Rep. (BNA) 1126 (N.Y. Sup. Ct.,
Nassau Cty. 1995).
3. See Reno v. ACLU, 117 S. Ct. 2329 (1997).
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available encryption. In addition, because of the immense volume of
anticipated commerce over the Internet, Congress should pass
guideline regulations to foster the orderly development of this
distribution channel. Legislation would provide the framework upon
which a stable body of jurisprudence could be based.
Since the Internet is an instrumentality that spans the globe,
consumers need uniform international regulation. However, as a
practical matter, this is difficult if not impossible to accomplish.
Consequently, this note argues, the best alternative is national
regulation. Congress, rather than the states, should regulate
cyberspace because it is better situated to do so. Congress has the
resources to study the problems and to effectuate solutions. Piecemeal
state regulation would be ineffective and inconsistent. In addition,
Congress also has the power to create special federal courts to handle
complicated Internet cases if such a need should arise. Finally,
Congress could directly assist in the negotiation of treaties with
foreign countries to extend national regulations beyond the borders of
the United States.

I
What Is the Internet?
Several computers which are connected together to communicate
with each other form what is called a network.4 Simply put, the
Internet is "a network of networks." 5 But what we refer to today as
the Internet began as something else. The Internet is the successor to
the ARPAnet, a network sponsored by the Defense Department's
Advanced Research Projects Agency ("ARPA"). 6 In 1969, the
ARPAnet connected only four computers. 7 Because it was designed
"to guarantee uninterrupted communications in the event of nuclear
war," 8 the ARPAnet had no centralized control mechanism that
might be vulnerable to attack. 9
4. See Patrick F. McGowan, The Internetand Intellectual PropertyIssues, 455 PLI/Pat
303, 311 (1996).
5. Id.
6. See Henry H. Perritt, Jr., What is the Internet?,443 PLI/Pat 11, 13 (1996).
7. See Michael A. Fixier, Cyberfinance: Regulating Banking on the Internet, 47 CASE
W. RES. L. REV. 81, 83 (1996).
8. Id. at 82-83 (citing Robert L. Dunne, Deterring Unauthorized Access to
Computers: Controlling Behavior in Cyberspace through a Contract Law Paradigm, 35

JURIMETRICS J. 1, 2 (1994)).
9. See Fixler, supra note 7, at 83 (citing Andrew Grosso, The National Information
Infrastructure,41 FED. B. NEWS & J. 481,481 (1994)).
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Over the years, computers for the government and educational
institutions were added to the network in an ad hoc fashion. As a
result, the civilian, educational, and scientific aspects of the Internet
became more dominant.10 Today, the Internet is like an "enormous
spider web made up of thousands of smaller webs" 11 that span the
globe using the TCP/IP 2 protocol. 1 Any point on this web can
connect to any other point. Information travels along each of the
strands, often through several intermediate computers before arriving
14
at its final destination.
II
What Is the World Wide Web?
The World Wide Web is a subset of the Internet. This is the area

of the Internet where most of the growth will take place. The Web is
made up of those computers on the Internet which run either Web
server software or Web client software, sometimes known as Web
browsers, such as Netscape Navigator, 15 Microsoft Internet
Explorer, 16 or Mosaic. 17 The Web is particularly popular because it is
graphical in nature and easy to use. The Web allows an information
provider to publish, permit access to various resources, 18 as well as
allowing users to "find, retrieve, and link information.., in graphical,
audio, and video form."19 The Web also allows an information
provider to have hypertext pointers, also known as links, to other
10. See McGowan, supra note 4, at 312.
11. Robert L. Dunne, Deterring Unauthorized Access to Computers: Controlling
Behavior in Cyberspace through a ContractLaw Paradigm,35 JURIMETRICS J. 1, 2 (1994)

12. TCP/IP stands for Transfer Control Protocol/Internet Protocol. TCP/IP is a
method by which computers can reliably transfer data in an orderly fashion across the
Internet. See DIMITRI BERTSEKAS & ROBERT GALLAGER, DATA NETWORKS 120 (2d ed.
1992).
13. Perritt, supra note 6, at 13.
14. See id.
15. Netscape Navigator can be found on the Web at The Netscape Software Download
and Customer Choice Page (visited Feb. 19, 1998) <http://home.netscape.com/
comprod/mirror/index.html> or Shareware.com Search/Browse Page (visited Feb. 19, 1998)
<http:/www.shareware.com/SW/NFF/Product/Netscape/ 0,26,05040100.html>.
16. Microsoft Internet Explorer can be found on the Web at Microsoft Internet
Explorer (last modified Feb. 19, 1998) <http://www.microsoft.con/ie/default.html> or Rex
Baldazo, Review, Internet Explorer 3.0 (visited Feb. 19, 1998) <http://www.cnet.comI

Content/Reviews/ Hands/081396/ie3.html>.
17. Perritt, supra note 6, at 15.
18.
19.

See id.
Russell B. Stevenson, Jr., Internet Payment Systems and the Cybercash Approach,

452 PLI/Pat 123, 126 (1996).
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computers on the Internet. This allows an information provider to
"make [information resources] available without needing to have his
own copy of all of the information resources a user may want." 20
These hypertext pointers allow Web page authors to easily provide
links or cross-references to other related sites. Several "search
engines" 21 such as Yahoo, 22 Alta-Vista, 23 and Lycos24 are also
available. In summary, the Web provides users with access to a
formidable amount of information, is easy to use, is interesting, and is
25
pleasing to the eye.
III
The Development of Law in Cyberspace
Some congressional intervention is needed because the current
state of the law in cyberspace is vague and ambiguous. Two cases that
illustrate this uncertainty in the area of liability are Cubby, Inc. v.
CompuServe, Inc.26 and Stratton Oakmont, Inc. v. Prodigy Services
7
Co.

2

A. Cubby v. CompuServe

In this case, CompuServe, a large commercial on-line service,
contracted with a company called Cameron Communications, Inc.
(CCI) to manage and control the Journalism Forum, a CompuServe
forum, in accordance with CompuServe's editorial policies.28 CCI, in
turn, contracted with Don Fitzpatrick Associates (DFA) to publish
29
Rumorville USA, a publication carried on the Journalism Forum.
The plaintiff in this case, Cubby, alleged that DFA published false and
defamatory statements about Cubby and its developer, Robert
Blanchard, in Rumorville USA.3 0 The court deciding this case held
20. Perritt, supra note 6, at 15.
21. A "search engine" is a software program which permits a user to perform a
keyword search for specific information located somewhere on the Web. These "search
engines" are readily available and are usually free.
22. Yahoo can be found on the Web at <httpi/www.yahoo.com/>.
23. Alta Vista can be found on the Web at <http://www.altavista.com/>.
24. Lycos can be found on the Web at <http://www.lycos.conl>.
25. See Fixler, supra note 7, at 84.
26. 776 F. Supp. 135 (S.D.N.Y. 1991).
27. 1995 WL 323710 (N.Y. Sup. Ct.), reh'g denied, 1995 WL 805176 (N.Y. Sup. Ct.).
28. Matthew C. Siderits, Defamation in Cyberspace: Reconciling Cubby, Inc. v.
CompuServe, and Stratton Oakmont v. Prodigy Services Co., 79 MARQ. L. REV. 1065, 107374 (1996).
29. Siderits, supra note 28, at 1074.
30. Id.
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that since CompuServe did not have the power to review the contents
of the information that was uploaded to the Journalism Forum,
CompuServe was held to be a distributor of information
rather than a
31
publisher and thus was not found to be liable.
B.

Stratton Oakmont, Inc. v. ProdigyServices Co.

In Stratton, Prodigy, another large commercial on-line service,
.maintained a bulletin board called Money Talk.32 Prodigy contracted
with individuals to act as leaders of the bulletin board.33 An
unidentified bulletin board user posted a disparaging message on
Money Talk about the plaintiff, Stratton Oakmont.34 Plaintiff sued the
unidentified user and Prodigy for libel.35 Since Prodigy represented to
the public that it controlled the content of its bulletin boards, the
court in this case held that Prodigy exercised editorial control. 36 As a
result, the court concluded that Prodigy was a publisher
rather than a
37
distributor and Prodigy was held liable for its actions.
Although Stratton Oakmont is distinguishable, the factual
differences between Cubby and Stratton Oakmont are minute. Taken
together, these two cases suggest that in order to avoid liability, online services should not: 1) represent to the public that they exercise
control over the content of the information being placed on the
Internet by their members; and 2) actually. exercise such editorial
control. However, irrespective of the decision in each of these cases,
Cubby and Stratton Oakmont illustrate the uncertainty of the
developing Internet law.
IV
The Telecommunications Act of 1996 Is Inadequate
Two years ago, Congress passed the Telecommunications Act of
1996 to "reduce regulation and encourage 'the rapid development of
new telecommunications technologies.' 38 The majority of the Act had
31.
32.
33.
34.

Id. at 1075.
Id. at 1077.
Id.
Id.

35.

Id.

36. Id. at 1078.
37. Id.
38. Reno v. ACLU, 117 S.Ct. 2329, 2337-38 (1997) (citing Telecommunications Act
of 1996, Pub. L. 104-104, 110 Stat. 56 (1996)). See also Robert M. Frieden, The
Telecommunications Act of 1996: Predicting the Winners and Losers, 20 HASTINGS
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little to do with the Internet.39 The stated purpose of the Act was to
"promote competition in the local telephone service market, the
multichannel video market, and the market for over-the-air
broadcasting."' However, Title V of the Telecommunications Act of
1996, also known as the Communications Decency Act of 1996
("CDA"), did deal with the Internet. Two provisions of the CDA
''41
sought to "protect minors from harmful material on the Internet.
Section 223(a)(1)(B)(ii) criminalized the "'knowing' transmission of
'obscene or indecent' messages to any recipient under 18 years of
age." 42 Section 223(d) prohibited the "sending or displaying to a
person under 18 of any message 'that, in context, depicts or describes,
in terms patently offensive as measured by contemporary community
43
standards, sexual or excretory activities or organs.'
In Reno v. ACLU,44 the Supreme Court held that the CDA was
unconstitutional because it abridged speech protected by the First
Amendment.45 Specifically, the Court affirmed the decision of the
district court which enjoined enforcement of § 223(a)(1)(B) in regards
to "indecent" communications but found unqualified the injunction
against enforcement of §§ 223(d)(1) and (2). 4 In reaching its decision,
the Court stated that the CDA was a content-based blanket restriction
that was not a form of time, place, and manner restriction. 47 The
Court also said that the CDA was overly broad, not narrowly tailored
to achieve its objectives, and a burden on protected speech.48
Irrespective of its constitutionality, the CDA is narrow in terms
of subject matter coverage when viewed in the context of the Internet
as a whole. The CDA is geared only toward controlling the
propagation of specific expression in cyberspace. However, the issues
surrounding the use and development of the Internet encompass much
more than the expression of ideas. As a result, the CDA does not
sufficiently address the problem of the regulation of cyberspace.

COMM/ENT 11 (1997).
39. Reno, 117 S. Ct. at 2338.
40. Id. at 2338.
41. Id. at 2331.
42. Id.
43. Id.
44. Id. at 2329.
45. Id. at 2334.
46. Id. at 2340.
47. Id. at 2342.
48. Id. at 2346-48.
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V
Does Cyberspace Need a New Model of Jurisprudence?
One commentator has said that "[i]n this age of cyberspace and
global connectivity, reliance on statutes and stare decisis simply
cannot keep up with a rapidly evolving technological environment."4 9
As a result, rules regulating cyberspace may always be obsolete.50
Another commentator has said that a "'[law cyberspace' co-existing
with existing laws would be an eminently practical and efficient way of
handling commerce in the networked world."'"
A. A New Proposed Model
Two commentators have proposed a new legal model for the
Internet. David Johnson and David Post argue that cyberspace
"requires a system of rules quite distinct from the laws that regulate
physical, geographically-defined territories."5 2 Johnson and Post
contend that existing laws are based on the correspondence between
' 53
"borders drawn in physical space . . . and borders in 'law space.'
However, because the borders drawn in cyberspace do not match
those drawn in "law space," new legal rules are needed.54
According to Johnson and Post, cyberspace is a "place" and needs
"its own laws and legal institutions."155 "The rise of an electronic
medium that disregards geographical boundaries throws the law into
disarray by creating entirely new phenomena that need to become the
subject of clear legal rules but that cannot be governed satisfactorily
by any current territorially based sovereign." 56 "The law of any given
place must take into account the special characteristics of the space 57
it
regulates and the types of persons, places, and things found there."
Consequently, the law of cyberspace should "reflect its special

49. Matthew R. Burnstein, Conflicts on the Net: Choice of Law in Transnational
Cyberspace,29 VAND. J. TRANSNAT'L L. 75, 110 (1996).
50. See id
51. I. Trotter Hardy, The ProperLegal Regime for "Cyberspace," 55 U. PITr. L. REV.
993, 1021 (1994).
52. David R. Johnson & David Post, Law and Borders: The Rise of Law in
Cyberspace,48 STAN. L. REV. 1367 (1996).
53. Id. at 1368.
54. Id. at 1370.
55. Id. at 1367.
56. Id. at 1375.
57. Id. at 1401.
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character, which differs markedly from anything found in the physical
'
world. "58
Johnson and Post further go on to say that the law of cyberspace
"must be prepared to deal with persons who manifest themselves only
59
by means of a particular ID, user account, or domain name."
Consequently, since multiple people could share the same account,
Johnson and Post in essence are proposing that legal rights and duties
should attach to the account itself rather than to a particular person.
Although Johnson and Post raise a number of persuasive
arguments, the model they propose goes too far. Johnson and Post
seem to suggest that an entirely new jurisprudence is required to
satisfactorily deal with the Internet. Although cyberspace represents a
new dimension in communication, it does not necessarily require a
completely new jurisprudence. "Some of the legal problems of
60
cyberspace are indistinguishable from those that arise in real space."
Consequently, some of the laws designed for the "real world" work
effectively when applied to the Internet. However, cyberspace raises
other novel legal questions that require new rules. 61 Because of the
Internet's unique qualities, some laws do not work very well when
applied to it. As a result, some new rules that take these unique
qualities into account need to be developed.
B. What Makes the Internet Unique?
Several aspects of the Internet make it a unique communications
medium. It has the potential to bring new meaning to the terms
"democracy" and "freedom of speech." As an interactive
communications medium, the Internet is simply revolutionary.
Communication via the Internet differs from more conventional.
means of communication in several ways.
First, the Internet offers many new methods of communicating.
These methods include "conversing" in a "chat room," sending e-mail,
and posting to a newsgroup. For example, when a person enters a
"chat room," 62 he or she can "meet" and "converse" with others in the
58. Id.
59. Id.
60. Hardy, supra note 5.1, at 1053.
61. Id.
62. A "chat room" is a "place" or "forum" in cyberspace where a number of people
can "get together" to converse, on just about any subject, in a somewhat anonymous and
random fashion. People who are in the "chat room" frequently do not know each other
beforehand. Each person in the "room" only knows the user or screen name of the other
people in the "room." By choosing one's user or screen name carefully, a person can reveal
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"room." Conversing on-line, in this manner, represents freedom of
speech in its most basic form.
Another novel means of communicating via the Internet is
through electronic mail, also known as e-mail. Using e-mail, every
user on the Internet can, in theory, directly communicate with any
other user located anywhere in the world. In fact, cyberspace may be
the first communications medium that permits ready access to
63
information and equipment across the world by remote users.
"Messages can be transmitted from one physical location to any other
location without degradation, decay, or substantial delay, and without
any physical cues or barriers that might otherwise keep certain
geographically remote places and people separate from one
another." 64 Communication in this manner is both quick and can be
accomplished at low cost.
However, "the low cost of cyberspace communications makes
wide-scale distribution of wrongful communications possible." 65 In
addition, the cost and speed of communicating is not related to the
distance the e-mail has to travel. 66 As a result, as far as e-mail is
concerned, the distance between the sender and the recipient of e-mail
is irrelevant. "In cyberspace, it does not matter at all whether a site
lies in one country or another
because the networked world is not
' 67
organized in such a fashion."
Using the Internet, a user can also post to a "newsgroup." 68 By
posting to a newsgroup, a user can potentially communicate with
hundreds or thousands of other users who are subscribed to that
newsgroup. "Usenet discussion groups .. .consist of continuously
changing collections of messages that are routed from one network to

as much or as little information about him or herself as he or she desires. Usually each
"chat room" has a theme-singles, discussion on a specific topic, and so on.
63. See Burnstein, supra note 49, at 80.
64. Johnson & Post, supra note 52, at 1370-71.
65. Burnstein, supra note 49, at 83.
66. See Johnson & Post, supra note 52, at 1370. "Cyberspace has no territorially based
boundaries, because the cost and speed of message transmission on the Net is almost
entirely independent of physical location." Id.
67. Burnstein, supra note 49, at 81-82.
68. A "newsgroup" is an on-line discussion group that is directed towards a specific
topic such as Star Trek or Asian-American culture. If a user wants to say something to the
group, he "posts" a message to the group. This message gets distributed electronically all
over the Internet. Other users who are interested in a particular "newsgroup" will
"subscribe" to that group. After a user "subscribes" to a "newsgroup," he can read the
articles that are "posted" to that group.
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another, with no centralized location at all.",69 Postings to a newsgroup
simultaneously exist everywhere on the Internet but nowhere in
particular.70 Using this method, a person can send a message to a large
number of users in the Internet community in a short period of time.
In essence, a person can act like a broadcaster; he can quickly and
easily disseminate a message to a large audience.
Through the Internet, people now have greater access to
information. On the Internet, among other things, one can now view
real-time reports of traffic conditions, up-to-the-minute stock quotes,
sports statistics as they happen, and compilations of travel information
that were unavailable previously. In addition, people can now perform
tasks more conveniently than before. A person can now do banking
on-line 24 hours a day or choose a particular seat on an airline flight
by first looking at reservation diagrams that indicate how full certain
flights are and which seats are filled.
Additionally, merchants can now sell their goods and/or services
over the Internet twenty-four hours a day. Using this inexpensive and
efficient communications medium, merchants can reach segments of
the market that they could not reach before. Merchants can also now
make their advertising more effective by making it more targeted and
personal; they can make their web sites interactive and can tailor their
sales pitches to the needs of each individual customer. By selling their
goods and services over the Internet, merchants can reach a potential
audience of millions at a relatively low cost.
Second, unlike other means of communication, the Internet is
highly unregulated; cyberspace is not subject to any central control
and operates without any supervision. "[T]he Internet ... has no real
central management or ownership." 71 Since there is no supervising or
police-like authority which overlooks activity on the Internet,
"anything goes" in cyberspace.
Third, unfortunately, communications across the Internet are not
secure. Currently, information, such as e-mail, travels across the
Internet as plain text and can easily be intercepted and read by third
parties. "[O]n-line communications and commerce on the Internet are
seriously and notoriously insecure." 72 In addition to reading messages,

69. Johnson & Post, supra note 52, at 1375.
70. See id.
71. Burnstein, supra note 49, at 80.
72. Charles R. Merril, What Lawyers Need to Know About the Internet, A
CryptographyPrimer,443 PLI/Pat 187, 190 (1996).
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malicious third parties can tamper with messages or impersonate
others on the Internet.
VI
Should Congress Regulate the Internet?
A. The Problem of Regulating Cyberspace
The regulation of cyberspace poses a difficult problem for the
government. Currently, the Internet operates without a central
authority and with very little regulation.73 "Because there is no central
structure, it is for all practical purposes impossible for the government
or anyone else to successfully control the content of the worldwide
Internet. 7 4 Cyberspace is simultaneously multinational and nonnational. 75 Since existing laws are based on a jurisdictional concept
that is not well-suited to the Internet, applying those laws to
cyberspace may not work very well. "Cyberspace challenges the world
to somehow reconcile a geographical real-space with a
nongeographical cyberspace." 76 Some commentators even believe that
cyberspace should be treated as a separate jurisdiction. 77 Although
Congress cannot completely control the Internet, it can pass
"guideline" legislation to establish a framework upon which a stable
body of jurisprudence can be based.
B. Why Should Congress Regulate the Internet?
Congress should regulate the Internet because it has several
substantial interests with regard to its use.
1. Internet Use Is Significant
Many people use the Internet today. One source estimates that
the Internet had 37 million users in 1994, and that this number will
grow to 128 million users by 1997.78 Another source estimates that
current Internet usage is as high as 50 million. 79 Other estimates
73. See Burnstein, supra note 49, at 80.
74. McGowan, supra note 4, at 312.
75. See Burnstein, supra note 49, at 116.
76. Id.
77. See id.
78. Stevenson, supra note 19, at 126.
79. The CommerceNet/Nielsen Internet Demographics Recontact Study March/April
1996: Executive Summary (Aug. 13, 1996) <http://www.commerce.net/work/pilot/
nielsen_96/exec.html>.
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indicate that as of January 1994 there were about 2.2 million host
computers on the Internet 0 and over 23,000 Web sites as of April
1995.1 Approximately 50 million people worldwide use e-mail,82 the
most common use for the Internet today. 83 It is estimated that
approximately one billion e-mail messages are sent over the Internet
every month.84 In summary, Internet usage is significant and it
continues to grow.
The Web represents a new distribution channel for goods and
services. "The technological resources of global communication and
[the] low barriers to entry have created substantial new commercial
possibilities."8 5 Activity on the Web is significant. Several Web sites
report over 1 million cumulative "hits" 86 and twenty thousand visitors
87
per day.
The current growth of the Internet and its adaptation to
commercial use presents a significant new opportunity for merchants
to cost-effectively reach a global audience of millions of consumers.
The interactive nature of the Internet also offers the opportunity for
narrowly focused marketing and an increased responsiveness to
customer needs and preferences, as well as a nearly instant delivery
channel for information goods such as music, video, text and
graphical images.
Utilizing the Web, merchants are able to provide full color
graphic images of their merchandise, up-to-the-minute pricing and
inventory information, automated order-taking, and low-cost, highquality interactive customer support. Publishers and information
providers are using the Web to disseminate publications and
information and to allow users to search and retrieve data.
Consumers are increasingly using browsers, such as Netscape
Navigator, to visit various Web sites to access information and
purchase goods and services.
The Internet will also change the way that some merchants do.
business. Internet merchants' need for physical store premises,
warehouses and distribution centers is greatly reduced and in some
cases eliminated by allowing shipment directly from manufacturer to
consumer. For information-based goods, such as news, magazines,
80.
81.
82.
83.

Dunne, supra note 11, at 2-3.
Stevenson, supra note 19, at 126.
See id.
See Fixler, supra note 7, at 83.

84.

See Penny Lunt, Payments on the 'Net: How Many? How Safe?, AMERICAN

BANKER'S ASSN. BANKING J. 46, 46 (1995).
85. Stevenson, supra note 19, at 127-28.
86. A "hit" is a visit to a Web page by a user.
87. Stevenson, supra note 19, at 128.
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music and video, the cost of physical reproduction and
transportation is also reduced as the contents of CDs, magazines,
newspapers and88 video content can be downloaded directly to a

consumer's PC.
The market created by the Web has tremendous potential. Users
increasingly use the Internet to make purchases.8 9 Currently, it is
estimated that more than 25,000 merchants in 150 countries90 are
selling or advertising goods and services over the Internet to 20
million users. 9 1 It is also estimated that Internet revenues reached
$350 million worldwide in 1995.92 Some experts predict that "Internet

sales may reach $300 billion by the year 2000., 93 Furthermore, many
economists predict that within ten years, twenty percent of all
household expenditures will be accomplished using the Internet.94
2.

The Need for Encryption

Currently, unlike the phone system, communication on the
Internet is insecure and can be easily intercepted by third parties. 95
Due to the increased use of the Internet and the growth of commerce
on the Internet, there is an increased need for privacy and secure
communications. One way to achieve this is through encryption.
Cryptography is the "art and science of keeping messages
secure." 96 Cryptography can be used on a variety of information
including text, messages, e-mail, credit card numbers, and data. Using
cryptography, a message is scrambled via an electronic "key." After

88. Id. at 127-28.
89. See Randy Gainer, Allocating the Risk of Loss for Bank Card Fraud on the
Internet, 15 J. MARSHALL J. COMPUTER & INFO. 39, 39 (Fall 1996).
90. Id. (citing The Future of Money: HearingsBefore the Subcomm. on Domestic and
International Monetary Policy of the House Comm. on Banking and Financial Services,
101st Cong. 1 (1995) (statement of Heidi Goff, Senior Vice President of MasterCard
Int'l.)).
91. Fixler, supra note 7, at 84.
92. Sebastian Rupley, DigitalBucks? Stop Here, PC MAG., May 28, 1996, at 54, (citing
a study by Forrester Research).
93. Gainer, supra note 89, at 40 (citing Russell Mitchell, Safe Passage in Cyberspace:
Theft-Proof Credit-CartTravel Means Cybertrade Can Take Off, Bus. WK., Mar. 20, 1995,
at 33).
94. Fixler, supra note 7, at 84 (citing Ray Wyman, Virtual Caskv Internet Figures to Be
E-Cash Medium; FutureSmart Money May Bypass Banks, PUGET SOUND Bus. J., Sept. 22,
1995, at 28).
95. Merril, supra note 72, at 190.
96.

B. SCHNEIER,

APPLIED

SOURCE CODE INC, 1 (1994).
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scrambling, the message becomes unreadable. 97 The scrambled
message can now be sent over the Internet. When the scrambled
message reaches its final destination, it can be decoded and converted
back to its original form using either the same key that was used to
scramble it or another key.98 However, the security provided by
encryption is not foolproof: it depends upon the strength of the
encryption used. 99
There are two main types of encryption: symmetric encryption
and asymmetric encryption. 1°° Symmetric encryption uses the same
key to scramble and unscramble data. 101 Asymmetric encryption, also
called public key encryption, basically uses two keys: one key is used
x°2
to scramble the data and the other is used to unscramble the data.
Although, in theory, either type of encryption could be used, public
key encryption seems to be particularly suited to protecting data sent
over the Internet. 10 3
3. Congress' Law Enforcement and NationalSecurity Interests
Because of the strong interest in conducting commerce over the
Internet, businesses are currently trying to develop industry standards
for the use of encryption. 1°4 Although private industry, as a whole, is
currently in the process of trying to develop these standards,
congressional intervention would help to speed up this process. In
addition, Congress has a national security and a law enforcement
interest in determining or helping to determine what kind of
encryption becomes publicly available on the Internet. 10 5
Although they want the public to be able to communicate
securely and privately, the government does not want encryption that
is too powerful to fall into the wrong hands. In other words, the
government wants the public to be able to have encryption that is
strong enough to ensure privacy but does not want the public to be
able to have encryption that could not be cracked by governmental
agencies should the need arise. 10 6 In fact, the governmental interest
97.
98.
99.
100.
101.
102.
103.

See Merril, supra note 72, at 191.
See id.
Id. at 195.
See id. at 191.
See id.
Id.
Id.

104. See Visa and Mastercard Move to Safeguard Card Transactions on Internet, 5
BANKING POL'Y REP. 35, 35 (Mar. 4-18, 1996).

105. See Merril, supra note 72, at 194.
106. See id.
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here is quite substantial and is evidenced by the fact that encryption
technology is considered a "munition" under the International Traffic
in Arms Regulations 10 7 ("ITAR"). 08s Consequently, under ITAR,
only encryption with a key size that is less than a specified length may
be exported to foreign countries. 10 9 Because the government's
national security and law enforcement interests in cryptography are so
substantial, Congress should take an active part in determining what
kinds of encryption become commercially available for use over the
Internet.
C. Congressional Regulation of Interstate Commerce
There are several reasons why Congress should regulate the
Internet pursuant to its Commerce Power." 0 First, Congress should
intervene because the Internet has the potential to create an immense
marketplace. Millions of people use the Internet today"' and this
usage is expected to grow tremendously." 2 Current Internet-related3
revenues are in the hundreds of millions of dollars worldwide."
Experts predict that Internet commerce may reach amounts in the
hundreds of billions of dollars in the future." 4 Although these figures
estimate worldwide usage and revenues, the portion of usage and
revenue that takes place within the United States is undoubtedly
significant and will become even more so in the future.
Second, Congress should regulate cyberspace because currently
there is absolutely no regulation of the Internet.1 5 The "electronic
marketplace" created by the Internet is unique. No other existing
commercial market this large, having so many participants, involving
transactions totaling millions of dollars, and spanning across the world
has so little existing regulation. A market this substantial should not
be allowed to develop completely unsupervised.
107. 22 C.F.R. § 120 (1993).
108. See Merril, supranote 72, at 194.
109. See id. at 195.
110. U. S. CONST. art. 1, § 8.
111. See Stevenson, supra note 19, at 126; CommerceNet/NielsenInternet Demographics
Recontact Study March/April 1996: Executive Summary (Aug. 13, 1996)
<http://www.commerce.net/work/pilot/nielsen_96/exec.html>.
112. See Stevenson, supra note 19, at 126.
113. See Rupley, supra note 92, at 54 (citing a study by Forrester Research).
114. See Gainer, supra note 89, at 40 (citing Russell Mitchell, Safe Passage in
Cyberspace: Theft-Proof Credit-Cart Travel Means Cybertrade Can Take Off, BUS. WK.,
Mar. 20, 1995, at 33).
115. See Burnstein, supra note 49, at 80.
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Third, regulation is needed because current laws are ill-equipped
to adequately handle the Internet." 6 Many conventional laws are
based on a jurisdictional concept designed to deal with people acting
in a physical space." 7 Because cyberspace activities defy this concept,
these laws would not operate very well when applied to the
Internet." 8 As a result, some congressional intervention is needed.
Fourth, regulation is needed because market forces will not
adequately protect the interests of consumers. On the Internet, it is
easy for a person to conceal his true identity. Often, all that is known
about a person in cyberspace is their user name which is only a
reflection of that person's electronic account somewhere on the
Internet. By carefully selecting one's user name, a person gives the
impression that he or she is someone else.
In addition, a person could use an anonymous remailer to remove
one's e-mail address from an e-mail message and thereby conceal
one's identity." 9 Furthermore, unlike a physical residence, an
electronic account is very easy to change or terminate. Consequently,
Internet actors could give new meaning to the term "fly-by-night"
operation. To compound this problem, communication over the
Internet is insecure. For these reasons, there is great potential for
fraud in cyberspace. Since economic market forces will probably not
adequately protect these interests, governmental regulation is
necessary.
Fifth, regulation of the Internet may actually encourage
organized and orderly growth. Inconsistently applied laws create legal
uncertainty which may discourage people from participating in the
"Internet Marketplace" and could hinder the development of
cyberspace. "Guideline" regulation would eliminate some of this
uncertainty and may actually accelerate the growth of the Internet.
In summary, pursuant to the Commerce Clause, 2 Congress has a
number of substantial interests in regulating such a large market
"among the several states."
116. See Hardy, supra note 51, at 994.
117. See Johnson & Post, supra note 52, at 1368.
118. See id. at 1367.
119. See Noah Levine, Establishing Legal Accountability for Anonymous
Communication in Cyberspace, 96 COLUM. L. REV. 1526, 1527 (1996). "A remailer is a
device which allows anyone with access to a computer and an electronic mail (e-mail)
account to send messages, pictures, and computer programs either to other individuals with
e-mail accounts or to Internet newsgroups without the recipients knowing the origin of the
communication." Id.
120. U. S. CONST. art. 1, § 8.
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Congress Is Uniquely Situated to Pass Legislation
12 1
Since the Internet does not have territorially based boundaries,
spans across both states and nations, 122 and permits access to
information
globally,123 it is essentially an international
instrumentality. As a result, activity on the Internet is simultaneously
subject to the laws of multiple nations.1 24 Since the Internet is
multinational, the world needs a set of uniform international rules to
regulate it. However, as a practical matter, this is very difficult, if not
impossible, to achieve.
Since uniform international regulation is not a realistically viable
option, the next best alternative is regulation by either the states or
the federal government. Because of the global nature of the Internet,
the amount of intrastate communications and transactions is probably
small. As a result, state regulation would likely be very ineffective.
Although federal regulation will not be as effective as
international regulation, realistically, this is the best that can be
expected. Since Congress is more internationally-oriented and has the
ability to influence foreign treaties, 25 Congress is well-positioned to
pass laws that not only regulate the Internet in the United States but
that regulate the Internet in foreign countries via treaties and
international cooperation.
Furthermore, Congress has ample resources and can study the
problem of Internet regulation thoroughly. Congress is more capable
than any state legislature to study this problem or to effect a solution.
Conceivably, if such a need should arise, Congress could create a
special federal circuit, similar to the Court of Appeals for the Federal
Circuit, that would be specially suited to handling complicated cases
involving the Internet. In addition, Congress is authorized by the
Constitution to regulate an interstate instrumentality such as the
Internet.1 26 In summary, Congress is best situated to regulate
cyberspace.

121. See Johnson & Post, supra note 52, at 1370.
122. See Burnstein, supra note 49, at 116.
123.
124.

See Johnson & Post, supra note 52, at 1375.
See id. at 1374.

125.
126.

U. S. CONST. art. 2, § 2.
U. S. CONST. art. 1, § 8.

19981
E.

SHOULD CONGRESS REGULATE CYBERSPACE?

Some Regulation Is Needed

Since use of the Internet is growing at an exponential pace, some
regulation is needed. Legislation which would establish some
"guidelines" regarding the Internet would have several benefits. "A
statutory response ...has the virtue of bringing immediate clarity to

immediate problems."'127 Congressional regulation would also lead to
more predictability and uniformity of the law in this area.
However, the necessary regulation need not, and in fact should
not, be overly comprehensive. Pursuant to its constitutionally-granted
rulemaking authority, Congress can choose to regulate only certain
aspects of the Internet and leave other aspects, that are more suitable,
to regulation by the states. Furthermore, Congress should make a
concerted effort to avoid "over regulation." The rapidly changing
nature of the Internet "implies a need for flexible legal regulation of
behavior, and flexible regulation in turn implies a presumption that
128
the most decentralized rules should be applied whenever possible."'
In light of this dynamic situation, we should be reluctant to
impose behavioral controls that are inflexible or that are overly
129
comprehensive beyond what is required by a particular situation.
Since the Internet is so dynamic, rules that are too inflexible or too
detailed would become obsolete quickly. Consequently, Congress
should only pass "guideline" rather than comprehensive legislation to
regulate cyberspace.
"The law of any given place must take into account the special
characteristics of the space it regulates and the types of persons,
places, and things found there. Just as a country's jurisprudence
reflects its unique historical experience and culture, the law of
cyberspace [should] reflect its special character, which differs
markedly from anything found in the [real] world.' 130 In developing
rules for the1 1Internet, Congress should make an effort to integrate
"netiquitte"'' into the regulations that it passes. What this means is
that Congress should take into account the customs and norms that
have developed in regards to Internet usage when it decides to pass
legislation regulating cyberspace. "[A] cyberspace community is quite
likely to develop its own customs, ones that differ significantly from
127. Hardy, supra note 51, at 995.
128. Id. at 995-96.
129. See id. at 1025.
130. Johnson & Post, supranote 52, at 1401.
131. "Netiquitte" is the practices and norms, prescribed by social convention, that are
associated with users on the Internet.
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those of real space." 13 2 In fact, "[c]ustoms are developing in
cyberspace as they might in any community, and rapid growth in
computer communications suggests that there may be a great many
such customs before long." 133 The value of these customs are that they
134
are indicative of what kind of conduct is reasonable in cyberspace.
In addition, in passing legislation, Congress should take into account
the idiosyncratic features of the Internet that make it such a unique
communications medium.
VII
Conclusion
Congressional regulation of cyberspace is needed because of the
existing state of cyberspace jurisprudence. Presently, the law dealing
with the Internet is ambiguous. Furthermore, current legislation is
inadequate. In addition, because of the unique aspects of the Internet,
conventional jurisprudence often does not work very well when
applied to cyberspace.
Congressional regulation is also needed because of Congress'
substantial interests in encryption and commerce. Internet use is
significant today and is expected to greatly increase in the future.
However, because communications across cyberspace are currently
insecure, encryption is needed to insure privacy. Because of its
significant law enforcement and national security interests, Congress
should take a proactive role in helping to determine what kind of
encryption becomes commercially available on the Internet.
In addition, Congress should also regulate cyberspace for several
reasons: an immense market is developing there, there is very little
existing governmental control of the Internet, conventional laws are
ill-equipped to deal with the situation, economic market forces will
not adequately protect consumer interests, and regulation may
promote the growth of the Internet.
Since the Internet is an instrumentality that spans across the
boundaries of states and nations, what is really needed is uniform
international regulation. However, as a practical matter, this is
difficult, if not impossible, to accomplish. Consequently, the next best
alternative is federal regulation. Congress, rather than the states,
should regulate cyberspace because it is better situated to do so.
132. Hardy, supra note 51, at 1009.
133. Id. at 1010.
134. See id. at 1041.
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Congress has the resources to study the problem and to effect a
solution. Federal legislation will be more effective than state
regulation because states can only regulate the portion of the Internet
that is physically within its borders. Congress also has the power to
create special federal courts to handle complicated Internet cases if
such a need should arise. Furthermore, Congress also can directly
assist in the negotiation of treaties with foreign countries to indirectly
achieve the kind of international control that is needed.

